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Anintrusion Prevention Model Based on Combination of
Danger Theory and Negative Selection

WEI Meng., JIA Sui-min, HU Ming-sheng

(School of Information Science and Technology. Zhengzhou Normal University, Zhengzhou 450044, China)

Abstract: In order to improve the detection performance of intrusion prevention systems, an intrusion prevention

model which combines immune danger theory and negative selection mechanism was proposed. It uses the danger

theory for anomaly detection and negative selection mechanism for misuse detection, which improves the detection

performance. The implementation and key technologies of the model are given, and the simulation experiments are

done. The experimental data included the data collected from the actual network and KDDCup intrusion detection

evaluation data sets. The results show that the model has a good detection performance.
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